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Current requirements from the market
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3SK is an integrated Safety-System —
more simple, more flexible, more economic

‘mmqr’:‘:"
SR " o - >

Flexible
- ‘(I',"' N Expandable thanks to modular
s 2T e e

: “ product concept
Simple :

Thanks to lean product
portfolio

Multifunctional
Thanks to parameterization
A via DIP switches or software

Economical
Simple and reduced wiring using
Innovative device connectors

With failsafe SIRIUS 3RM1 Motor

Starters + /
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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Fields of application for 3SK2

If required by user:

Safety in parallel to Std-Automation system
- Automation-philosophy: ,Stand-Alone”

- smaller safety applications (low to medium I/O)
* Retrofit
* time-critical applications

Complex and flexible safety concepts
—> Creation of logic functions per engineering tool

- differentiation to Safety relays
« cost reduction/ increase in productivity

Less training effort

-> graphic parameterization instead of complex programming
« advantages due to Easy-Learning

Page 5 Unrestricted | © Siemens 2022

[& o

B e ew  Wmme ssw oine

SIEMENS



Position of 3SK2 within Safety-portfolio
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3SK2 connects 3SK1 and MSS to a continuous portfolio

Safety Integrated portfolio overview

MSS 3RK3
MSS ASilsafe

F-CPU:

S7-1200 / S7-1500 / ET 200SP

on ¢ Safety Relays SIRIUS 3SK Modular Safety System SIRIUS 3RK3 Failsafe SIMATIC PLCs and distributed I/O
Hardwar_e ) Software-parameterized Software-programed
parameterized
Number of .
safety functions Upto3 Upto6 Up to 20 From 10
Communication °
none PIRJO[F]I

* Independent enabling circuits
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Agenda

* implementation possibilities

« Typical applications

« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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3SK1 - 3SK2
Applications

3SK1 Standard: ,Safety as always — only better!”
3SK1 Advanced: ,Safety as flexible like never before!®

3SK2: “For challenging safety applications”

3SK1 Standard-Basic units

7 N
®
-

For simple applications

Easy handling
Less wiring
Only one basic unit for

mechanical and electronic sensors
relay or semiconductor output

easy
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3SK1 Advanced-Basic units

For simple applications with a larger

number of sensors

Easy handling

integrated parameterization concept

Available with time delay

Connecting to expansion modules via
innovative device connectors

Input expansion 5 _
> (] Bawad

for additional =+

sensors i

Safety Application

3SK2 Basic units

For flexible applications with free 1/0
assignment

» Simple creation of more challenging
application (e.g. operating mode)

* Muting

» performance capable semiconductor
outputs

* Individual selectable time delay

* Free assignment of sensors and actuators

* Simple commissioning via: test operation,
Forcing, comprehensive diagnosis

* Automated user

documentation =5l 5
of realized . ‘ ®|
applications N
- 1Ei‘.:; T e
- =1 1
challenging
SIEMENS



How do | select my 3SK1?

3SK1 Customer’s requirement 3SK2

most simplest logic

more complex logic

additional functions (e.g. Muting/Interlock)

SIRIUS

only wiring allowed

*t* 1

Turn-off delay

complex time functions
powerful outputs
enhanced diagnostics

simplification of commissioning

less space consumption

e
N
o
ottt
b dogeia
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e
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Communication

»
»
»
»
»
»
»
»
»
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Wheat mill with variable feeding
Requirements

Alternating monitoring of cone or vessel
manipulation-proof switches

door interlock of service door (crushing mill)
door interlock of service door (vessel)
nearly no space in cabinet
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Mill with variable feeding

Solution
Solution with HW-parameterized Solution with SW-parameterized
Safety relays Safety relays 3SK2
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Safety function ,,door interlock” economical realization with 3SK2

Solution with HW-parameterized Solution with SW-parameterized
Safety relays Safety relays 3SK2

« one 3SK1 BU for door monitoring o %EL « full flexibility due to SW-elements . B
o8 o, I -

« one 3SK1 BU for interlock i  easy to extend = |
0 o Y N o

* rigid function (hardly to customize) L.I.

« free I/O for additional Safety functions

 only magnetic action

,J - for all types of interlocks "

SIEMENS
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3SK2 PROFINET - Seamless integration into the automation level

Current demands from
the market:

No seperate
programming
cable

A single

Page 14
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Low space
demand in the
control cabinet

Communica-
tion as an add-
on option

interface for
both user data
and parametri-
zation

Seamless
integration of
diagnostics
into the PLC
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Agenda

* implementation possibilities

- Typical applications
* SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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Simply clever: Simulating applications with the 3SK2 Simulator

* Free of charge
(support.industry.siemens.com/cs/ww/en/view/109763750)

 Testing the whole funtional range of 3SK2
« Get to know 3SK2 with ready for action applications

« Create own Safety ES projects before testing them with
the simulator

Easy and fast
adjusting of
applications

No need of real

Time and cost

hardware saving

The answer:

SIRIUS Sim 3SK2 I M
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From the Safety ES project to testing the application in SIRIUS Sim 3SK2 -

fast and easy

Creating a virtual 3SK2 in SIRIUS Sim

SIRIUS Sim - Screenshot.sim

1. Select a 3SK2 variant

Digital inputs

[
EL

TITTITIITIITIEIAEEEE

PUANN

Product family

[ safety relay 35%2

Devices

2. Add virtual sensors and actuators
3. Connect to the virtual 3SK2

4. Start simulation

> Interface modules
v Basic units

| 3sken12oma10 V10~

= B 35K2122-xAA10 V10

- Now the virtual 3SK2 behaves like a real,
completely wired device from Safety ES’s
viewpoint

Sensors and actuators

W, Emergency Stop - single-channel

&, Emergency Stop - 2-channel

General properties

Element name Element 23
Parameters
Type of start | Monitored

Activatable faults

iod O

Bl ESPE - single channel
121_£SDF - 5_rhannol
h = £ signal light with one input. The

7@ signal light lights up as long as a
signal is present.
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From the Safety ES project to testing the application in SIRIUS Sim 3SK2 -
fast and easy

Safety ES projecting and transition to the simulator
1. Parametrize the logic in Safety ES — as before

2. Load to switching device — Virtually transfer the project to SIRIUS Sim rather than via real interface

- Monitoring and testing of the application — like it was a real device (switching the sensors via SIRIUS Sim)

T safety ES Premium - C:\Users\z0034jbs\Documents\DF CP PRM PPM\Safety ES\3SK2_Testrack.sdp- [Offiinel - Plan

Schaltgerét Bearbeiten Zielsystem Ansicht Extras Hilfe

D@ ¥E & dogh 7 | ==

R XeERLERQQAE @ = &k DDl a| &tk

=09 R E

Laden in Schaltgerst —

=] Identifikation

=] Konfiguration
Zentralsystem
= Logik
: Plan1
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3SK2 Sim: Easy and fast simulating of safety applications at the desk

Costumer benefits 3SK2 Sim

Feature / Function Costumer benefit

> « Support during the device selection
* Ample testing of the device features

Simulation of 3SK2 directly on the PC

* Pre-Engineering am ,Digital Twin*

Simulation of comprehensive sensors and actuators > - Simulation der spateren Applikation und Vorab-Erstellung der
Projektierung

Easy interface between Safety ES and 3SK2 Sim > - Easy project loading to the simulator

Complimentary, licence-free download > - No additional costs for the costumer
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

- Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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Top-Highlights 3SK2
World’'s smallest software parametrizable safety relay

Top-Highlights 3SK2

+ Software parametrizable via + High flexibility
Drag&Drop + Easy creation of demanding applications
* No programming

+ Selective shut off via individual release * Tailor-made safety concepts and high
circuits > plant availability

« With individual time delay

« 3SK2 offers a variety of in- and outputs  Savings on control cabinet space
at a narrow structural width > Cost saving

« Comprehensive diagnostics via SIRIUS- » Fast commissioning and simple

Safety ES Software including forcing > troubleshooting
+ Diagnostic display

Page 21 Unrestricted | © Siemens 2022

SIEMENS



Top-Highlights 3SK System - even more simple, more flexible, more economic

Top-Highlights

« Comprehensive and complete portfolio

* Modular system

» Device connector

* Integration ability of the motor starter
3RM1 Failsafe
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« Simply Engineering and fast startup

>

* Flexible adaptable to other applications

>

» Time saving and avoiding wiring errors

>

« Seamless integration in the main circuit

>

SIEMENS



The individual system components of 3SK are flexibly combinable

3SK2-extensions

per
connecting

© cable

Diagnose_ PROF'NET '
Display Interface

Input-expansions

per device
connector /
wiring

230 V power Sensor
supply expansion
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3SK2

3SK1 Standard 3SK1 Advanced

Main devices

Solid state
22 mm width

Solid state
45 mm width

Relays

Solid state
Solid state
Mini
Solid state
Mini

Relays

Solid state

Software parametriz-

able off-logic
Output-expansions
SN E=ED

per device

connector /
instantaneous wiring
and delayed

SIL3/ SIL3 SIL3/PLe
per wiring PLe /PLe

instantaneous



Product details 3SK2
Both variants in comparison

Product details/-overview

22,5 mm 45 mm
Integrated 1/Os * 10 F-inputs » 20 F-inputs
» 2 independent F-outputs (electronic) * 4 independent F-outputs (electronic)
» 1 standard output (electronic) 2 standard outputs (electronic)
2 test pulse outputs (electronic) 4 test pulse outputs (electronic)
Memory module Integrated External, exchangeable
Diagnosis SIRIUS Safety ES, Diagnosis Module 3RK36 On Board Display, SIRIUS Safety ES, Diagnosis
Module 3RK36
Dimensions (WxHxD) 22.5 mm x 100 mm x 124 mm 45 mm x 100 mm x 124 mm

Extensibility

Via device connectors up to 5 expansion modules can be used:
» 3SK1 output expansions (5 Aand 10 A) or
» 3RM1-F failsafe motor starters

Special Features

20 failsafe flags; several logbooks; behavior of electronic outputs is parameterizable

Temperature range

-20° Cto 60° C

Software

SIRIUS Safety ES

Page 24
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Product details 3SK2
Basic unit 3SK2 22,5mm- Design

Top terminals SIRIUS
| I * F-inputs 1 (
. ]Z::If;]t:::f + Test outputs
o e e e Signaling output ?U?
System interface for: = Reset button
'. IE)Ci;a/gPr(]:c)g’:i)cr:]?jiesC;IIg; - - Fault acknowledgement
" DP.interface H * Factory setting
[l pevicE
[Y'sF
Diagnostic-LEDs @feseT Bottom terminals S e
- Displays operation mode . - F-inputs a2 |F-mo [Famto
- Displays faults o O - F- outputs R
J—“—“j - Power supply
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Product details 3SK2

Basic unit 3SK2 22,5mm- Terminals

Page 26
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1

Test output for inputs
F-IN1, F-IN3, F-IN5, F-IN7, F-IN9

Test output for inputs
F-IN2, F-IN4, F-IN6, F-IN8, F-IN10

» Test output T1 / T2 with different test
signals

» Connection for sensor contacts for
detection of cross-wirings

safety-related sensor inputs

Connection for safety sensor
Combination for two-channel
connection:

* F-IN1 with F-IN2

* F-IN3 with F-IN4

* F-IN5 with F-IN6

* F-IN7 with F-IN8

* F-IN9 with F-IN10

electronic output

electronic Standard output
(not safety-related)

safety-related electronic outputs

Two-channel electronic outputs for
connection of actuators

power supply

DC 24V

frame

frame to DC 24V

functional grounding

shield, equipotential bonding

SIEMENS



Product details 3SK2
Basic unit 3SK2 45mm- Design

Top terminals ( [SIEMENS) ‘ Reset button
 F-inputs SIRIUS * Fault acknowledgement
H ‘ X [ x ] ﬂ + Test outputs ' | » Factory setting
- Signaling output A
System interface for: _1@] [VAU;IH Memory module
* PG/PC connection
- Diagnostic display et Device display
* DP-Interface T ] {/_ (. - Displays operation mode
Diagnostic-LEDs Olss (" Mooe - Displays faults
* Displays operation mode 4l C - State of I/0

* Operation included
(MODE/SET)

_ Bottom terminals =
- nputs ﬂ HEEE! zsﬂ

L ) * F- outputs

* Power supply

+ displays faults
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Product details 3SK2
Basic unit 3SK2 45mm-clamps

X3

@w| ©
o] @
zz
[T T

[41e]

WO |

o w S
22z
| TR P T

- N
NN
=

¥O-4

Logic

¥

2
=
w
™
(=]

_u.

~
zz
0w uw
o™
H

0

g3
=
éjk

24V+
ol oy
ilﬁl —

| <
o
=

X1
L

r
|
|
|
I
| w
L

Page 28

Test output for inputs
F-IN1, F-IN3, F-IN5, F-IN7, F-IN9, F-IN11, F-IN13,
F-IN15, F-IN17, F-IN19

Test output for inputs
F-IN2, F-IN4, F-IN6, F-INS,
F-IN10, F-IN12, F-IN14, F-IN16, F-IN18, F-IN20

» Test output T1_1 /T2 1 with different test
signals

» Connection for sensor contacts for detection of
Cross-wirings

 T1_1/T2_1 unabhangigvon T1 2/T2 2

safety-related sensor inputs

Connection for safety sensor
Combination for two-channel connection:
* F-IN1 mit F-IN2

* F-IN3 mit F-IN4

* F-IN9 mit F-IN10

electronic output

electronic Standard output
(not safety-related)

safety-related electronic outputs

Two-channel electronic outputs for connection of
actuators

A1+ (2 x) power supply

DC 24V

A2- (3 x) frame

frame to DC 24V

T2 2

functional grounding

shield, equipotential bonding
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Individual customizing to the actuator‘s needs
Read back time of dark test

 Dark test: Monitoring of electronic F-outputs to its operativeness
* Possibly bad influence by capacitive actuators
« Adaption of read back times suppresses unmeant faults

deddd |
2222z |

| Actuator with
- 0| capacitive load

o)

OCOO
G000
]
0C0C00

00O
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Fault message of devices

Device logbooks - COM3

~Logbook

Displayed logbooks Logbooks in the device Source Number
€ ¥ Eror Delete ] Deleted 1. Device

® | Operating Error Delete D Deleted 2. Elements
A T~ Warning pelete | [[] Deleted 3. Communicatio
& [~ Prewarning Delete D Deleted

@ I Event Delete IE Deleted
i ] Index ] Source ... ] Operating hours ¥ I Element number I Element function I Message

1

1

03:37:20

+ Self-test error

Adaption of read back times
(3-400ms)

A 4

use SW-element
F-output delayed

Q]

F-output

delayed :

Q1

FAULT

SLOT2_F-Qf

Not connectad

SIEMENS



Individual customizing to the actuator‘s needs
Deactivate light test

* Light test : internal test, if F-output works properly * Influences SIL/ PL when deactivated
 Activated by default * In case of fault, 3SK2 changes to configuring mode

Fault message of devices

Device logbooks - COM3
Logbook
Displayed logbooks Logbooks in the device Source Number
- & - € ¥ Error Delete ] Deleted 1. Device
z o _&’ L _g T & I Operating Error Delete [ opeleted 2. Elements
A T~ Warning pelete | [ Dpeleted 3. Communicatio
A\ T Prewarning pelete | [ Deleted
> @ I~ Event Delete IE Deleted
i ] Index ] Source ... ] Operating hours ¥ I Element number ] Element function I Message use SW—e I e ment
1 1 03:37:20 - - =+ Self-test error
Lioh F-output delayed
sensitive ight test E —
=l3vent I
actuator, can be | ssyes
like LEDs * activated
» deactivated » —IN Q1 - SLOTZ_F-Q1
FAULT — Not connected
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Product details interface modules PROFINET and PROFIBUS
comparison of both variants

Product details / data overview

Interface module PROFINET

Interface module PROFIBUS

Accessory for

« MSS 3RK3 Advanced
« MSS 3RK3 ASlsafe

MSS 3RK3 Basic
MSS 3RK3 Advanced

+ 3SK2 + MSS 3RK3 ASlsafe
+ 3SK2
Communication standard PROFINET PROFIBUS
Transmission rate 100 MBit/s 12 MBit/s
Power supply 24V DC
Structure of process data 32D1/32DQ or 64DI1/64DQ

Dimensions (WxHxD)

22,5 mm x 100 mm x 122 mm

45 mm x 113 mm x 124 mm

Temperature range

-20° Cup to 60° C

Software

« SIRIUS Safety ES
» S7-Engineering (TIA Portal) via GSD file
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Product details PROFINET interface module

Design

?

SIEMENS
SIRIUS
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x
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Diagnostic-LEDs
Device interface (X1)
Top terminals (removable)

Labeling of top terminals
(visible in folded-up state)

System interface (X2)

Labeling of bottom terminals
(visible in folded-up state)

Labelling field
PROFINET interface (X3)

SIEMENS



System design
expandability of SIRIUS 3SK2

SIEMENS LU LT

— S
|pe—a g

Diagnosis and communication

On the left:

 Diagnostic display

* PROFINET interface module

* DP-Interface module (MSS)

« Connection via flat ribbon cable

Page 33 Unrestricted | © Siemens 2022

SIRIUS

Basic unit

| FAILSAFE
DEVICE
FALURE
STATE
RESET MODE

Output expansion

On the right:

* Output expansion 4RO

* Motor starter 3SRM1-F

* Output expansion 3RO Power

« Connection via device connector

Device connector

SIEMENS



Safety relays SIRIUS 3SK1
Output expansions

switching capacity 5 A switching capacity 10 A

4 relay-enabling circuits 3 relay-enabling circuits

connection via device connector 3ZY1 (optional) connection via device connector 3ZY1 (optional)

Slide switch for control selection (delayed/instantaneous) Slide switch for control selection (delayed/

instantaneous)
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Motorstarter SIRIUS 3RM1
Brief description

width: 22.5 mm

- direct-on-line or reversing starter

- safety-related shutdown (SIL 3/ PLe)
* motor overload protection (ATEX)
 overload trip class: Class 10 A
 group configuration possible

« short-circuit current rating with circuit breakers /
fuses up to 55 kA

« 3versionsto7A(0.1t00.5A;04to2A;1.6t07A)
* rated operating voltage: 500 V
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i FAILSAFE

DEVICE
FAILURE
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RESET MODE
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24 4,0
WV ! ’/
-

— TEST/RESET

J

7 RESET MODE

IRMI107-1AAD4
[ g

e

SIEMENS



System design
Device connector

Device

Features

 Loop-through of the control supply voltage
» Control of back-side F-outputs

« Feedback circuit monitoring

- Component monitoring Device connector Device termination connector
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The easy Plug & Play Solution with device connectors

Two independent safety signals per device connectors

Allocation of 3SK1 output expansions via DIP-switches

Fixed allocation of 3RM1-F (Q3-C resp. Q5-C)

3SK2 3SK1 3SK1 3SK1 3RM1 3RM1
« With the use of independent Output control, the GG 4RO 4RO 4RO
monitoring via internal feedback loop P
(IN1-C) is not possible e
@ F-Q3-C Undelayed Undelayed —
(@] F-Q4-C B Delayed iE|
e IN1-C o¥~0 o~—o o~0 OO 0—0
- —-0 O0——0 O0—0 O0——0 o0—0 o
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System structure installation guideline for external device supply

* Central infeed on the basic unit

* Power supply of the expansion modules
via device connector

* device termination connector beneath last output
expansion

« 2 independent shutdown signal for control of output
expansion

* max. one output expansion 3RO Power possible
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DC 24V
Max. 5 -
[ 1] [ 10 [ ] l I
_
Output extensions
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

- Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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One common platform for all software based safety relays

Safety ES will be used for 3SK2 and MSS similarly | & s &penun [SE=]

_Switching Device  Edit Target System View Options Help
* Entry window SIRIUS Safety ES NEEECIEICT A New Switching Device

Find device:
[ ni | ot |
- Switching devices

5 Monitoring and Control Devices
- SRIUS Modular Safety System 3RK3

§ SRIUS Safety Relay 35K2

SRS Safety ES

3SK2 1= SRIUS Safety Relay 3SK2;can be
configured with interface modules, central unis, T
expansion modules (both fai-safe and non fai-safe)

Press F1 to get help 4
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Clear layout of program views

W Safety ES Premium - C:\Users\siemens\Desktop\Unbenannt.sdp- [Offline] E@
Schaltgerit Bearbeiten Zielsystem Ansicht Extras Hilfe
DEd%XH S aa | 2o 2axem=LBERQAQA O @ M OBE 3| &fisr =2 % % % E|
E Identif?kation - :
T — { Suchen: tht) ¢
! Grundgerat Zentralsystem uchen: I J _&l
Kennzeichnung Online ermitteln -5 SIRIUS Sicherheitsschaltgerat 35K2
L Projekt EH_j Bedien- und Beobachtungsmodule
(- Kenfiguration System-Slot | Modul | Atikelnummer | Firmware | Betriebsmittelkennung | Eingdinge | Ausgdnge | B3 3AK3B11-34400 Diag Display
| @vu
B Logik 5 B2 Interfacemodule
Plan1 ~ lﬁ 3RK3511-BA10 DP-Interface
3 i 35K2 35K2122+4410 V1.0 20FA BF/2 = £ Grundgerdte
E]fj 35K2 1124410 35K2 22,5 mm
: Lelov
Editor VieW B)_j 35K2 1224410 35K2 45 mm
Lo
Navigati = HW configuration
avigations _ _ | Catalog view
window => Creation of logic = Hardware
diagrams > SW-elements
< | mn 3
Ergebnis der Konsistenzpriifung Message view —
- I eschreibung
Meldungs-Art | Meldungstext 9 ConS|Stency CheCk Bedien- und Beobachtungsmodule vom Typ "3RK3
° Fehler Projektierung allgemein: Projektname fehlt . . Diag Display"
° Fehler Projektierung allgemein: Name des Projekteurs fehlt 9 SymbOI'/ term|na| ||St
0 Fehler Projektierung allgemein: Firmenname des Projekteurs fehlt References
Driicken Sie F1, um Hilfe zu erhalten BE——8% IFC——13% (U 163% Offline Y

SIEMENS
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Creating a project is done in a few steps

Hardware configuration and project identification

- Hardware components are dragged to the desktop from the selection catalog.

» Entry of project name and creator.

« Configuration of AS-i Bus (if relevant)

Parameterization of the safety function

« All function elements are available as blocks and can be parameterized.

* Function elements can be easily inserted and linked via drag & drop.
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Setting up the project and parameterizing the Hardware

Filling in project data (mandatory)

(- Identification
5 Basic unit
............. Marking
-
E -------- Configuration
S Main system
E] ........ Logic
L. Diagram 1

max.

32 characters

Project
Project name: |Project
Name of configuration engineer: |Siemens

16 characters

Configuration engineer company hame: ISiemens

Parameterizing the Hardware

32 characters

W Safety ES Premium - C:\Users\siemens\Desktop\Unbenannt.sdp- [offline]
Switching Device Edit Target System View Options Help

(=1 §oR =3

D& XH S sy B2 beXemxLERRAQRT O

SEMDODEn s

S (1 6 7= 0 9 9O I

- Identification

- Configuration

- Logic
- Diagram 1

Page 43

Main system

Determine online |

-
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System slot | Module [ Article number \ Firmware] E quipment identifier [ Inputs | Outputs |

1

2

3 i 3sk2 35K212278410 V1.0 ﬁ 20FA1 BF/2 =

Search: I ﬂ M

=78 SIRIUS Safety Relay 35K2
523 HMI modules
[:] 3RK3 611-34400 Diag Display
223 Interface modules
Ed LE 3RK3511-*BA10 DP-Interface
E]*_j Basic units

[:j 35K2 11274410 35K2 22,5 mm

(0] 35K2 1224410 35K2 45 mm

SIEMENS



Properties of basic units

f—“"
Eigenschaften Grundgerat - System-Slot 3 E

Parametername Parameterwert
[£] Firmware 1.0
[Z] Betriebsmittelkennung
[£] Eingénge 20F 1
[£] Ausgange BF/2
=) £ Parametrierung
éH"j Gerateverhalten
t@l Proaramm-Zykluszeit [ms] 15
[Z] DP-Prozessdatenstruktur kein Prozessdatenblock ;I
=g Dokumentation
é}{_—j Gerateverbinder
—[£] Modul 1 Nicht verbunden v
—[£] Modul 1 - Betriebsmittelkenn... |35K1211 Ausgangserweiterung 4 RO

~[Z] Modul 2

~[£] Modul 3

oK

~[£] Modul 2 - Betriebsmittelkenn...

) Modu 2. otisbos

Susqanagsenwelte qaJ AU
3RBM11 F-Direktstarter bis 0,5 A
3RM11 F-Direktstarter bis 2 A
3RM11 F-Direktstarter bis 7 &
3RM13 FwWendestarter bis 0.5 A
3RM13 Fwendestarter bis 2 &

Micht verbunden

Abbrechen Hilfe
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SW-elements are sorted by its function within the catalogue

5 Safety ES Premium - C:\Users\siemens\Desktop\Unb sdp- [Offline]
chaltgerdt Bearbei Zielsy Ansicht Extras Hilfe

HXH S day R0y bReXeELERQQAHQ : QMBI St =2 %% % E
= 5 Identifikation B oo ﬂﬂ]

Grundgerat
Kennzeichnung (] Zellenfunktionen

Projekt - Efj Uberwachungsfunktionen
: Uberwachung Universal

- Konfiguration

E Zentralsystem <& NOTHALT
= Logik Nicht verbunden n H E BWS
.[g Plan1 (L1 Schaltmatte
)
\/ NOT-HALT s 8 Schutatiir mit Zuhaltung

] Zustimmtaster

An Zweihandbedienung
s S 9 . Betrigbsarten-wahlschalter
-] Mutingfunktionen
-] Statusfunktionen
-] Steuerfunktionen
=42y Verkniipfungsfunktionen
[&] unp
[¢7) oDER
1 xor
NAND
NOR
i NEGATION (NEG)
(2 Flip-Flop
-] Zahlfunktionen
(-] Zeitfunktionen
-] Startfunktionen
=43 Ausgangsfunktionen
[F1an 1 H1:V1] =142 Schaltausgang
@ Standardausgang
m @ F-Ausgang
- @ Standardausgang verzdgert
@ F-Ausgang verzdgert
(] Makros

FAULT [

F-Ausgang
/ L Q &=
—IN2
FAULT —e| Nicht verbunden

Beschreibung

Funktionselement zum Uberwachen einer Schutztiir
mit einem oder zwei Positionsschaltem

< n | -
Driicken Sie F1, um Hilfe zu erhalten [Br——9x 5% [Smms _164% [Offline y
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Which monitoring functions are available for each central module?

Designation Symbol
Emergency stop L
Safety mat 1’
Guard door monitoring J
Guard door interlock

Enabling switch fﬁ

Two-hand control “

Optical sensor monitoring

Mode selector switch ‘l
Monitoring Universal
Muting (3x) éiﬁ?‘i'
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Safety function will be created simply with the help of a graphic

parameterization

1. Setting up the parameters for monitoring elements

SLOT3_F-IN5

T

Protective door

Guard door Ch.1

SLOT3_F-IN6

Guard door Ch.2

Page 47 Unrestricted | © Siemens 2022

Guard door Safety Area
IN1-T1 !
IN2-T2 . FAULT
START

L
I

Properties - Protective door =
Parameter name ] Parameter value |
=1 &3 General
—[Z] Name Guard door Safety Area
—[Z] Comment
—[Z] Element number 7
—[Z] Element activated
“[Z£] Function output substitute value 0 LI
= £ Parameter
[Z] Discrepancy monitaring Between all inputs LI
~[£] Infinite discrepancy time O
—[£] Discrepancy time [ms] 1000
[£] Sequence monitaring deactivated LI
=HZY Input
] Type 2-channel (NCNC) |
[Z] IN1 SLOT3_F-IN5 (Guard door Ch.1) EI
[£] IN2 SLOT3_F-INE [Guard door Ch.2) EI
[Z] Input delay [ms] 0 j
[£] Cross-circuit detection
[=HER) Start
tE] Startup test O
[Z] Type of start monitored LI

Cancel |

Help |

SIEMENS



Safety function will be created simply with the help of a graphic

parameterization

2. Setting up the parameters for output elements

Example: contactor control acc. to

Stop cat. 0

M

L1L2L3

SLOT3_F-Q1

SLOT3_F-Q2

Q Redundant F 5
output
Drive M1
—IN Q1
—FEEDBACK Q2
—START f FAULT

Page 48 Unrestricted | © Siemens 2022

Not connected

Properties - F output E

Parameter name

I Parameter value

|

=1 £ General

—[Z] Name
—[Z] Comment
—[Z] Element number

—[£] Element activated

—[£] Type of output
[=HZ3) Feedback circuit
—[£] Monitoring

=HZ) Output circuit

~E @

~[E] 02

—[Z] Ausiliary outputs
~[E] AUXT

- [E] AUX2

~[E] FAULT

[=HZy Start
L[§| Type of start

—[£] Substitute value - Q1
—[£] Substitute value - 32
=15 Parameter

—[£] Switching time [s]

Drive M1
5
o K
n =
Redundant F output El
To OFF and ON status LI
0.090
5LOT3_F-01 El
SLOT3 F-02 El
no LI
Not connected EI
Not connected E
Not connected E
monitored LI

Cancel | Help |

SIEMENS



Safety function will be created simply with the help of a graphic

parameterization

2. Setting up the parameters for output elements

Example: output expansion via device
connector acc. to Stop cat. 0

SLOT3_IN1-C 10 £
Q F-Ausgang 9
einfach
3SK1 OE
—IN Q1 £ SLOT3_F-Q5-C
FEEDBACK FAULT £ Nicht verbunden

Page 49 Unrestricted | © Siemens 2022

Delayed

Undelayed

( Properties - F output «
Parameter name [ Parameter value |
=13 General

—[E] Name 35K1 0E

~[£] Comment

[£] Element number 3

—[£] Element activated

—[£] Substitute value - Q1 0 LI

—[£] Substitute value - 02 0 LI

= £ Parameter

[ti Type of output Single F output LI

-H= Feedback circuit
t@] Monitaring To OFF and ON status LI

[£] Switching time [s] 0.090

=+ Output circuit
~[E SLOT3_F-Q5-C El
—[E] 02 Not connected EI
—[E] Ausiliary outputs ho EI
—[E] AUX1 Mot connected El
—[E] AUx2 Mot connected E]
—[E] FAULT Mot connected EI

[=HZy Start
L [£] Type of start automatic LI

Cancel | Help |

SIEMENS



Safety function will be created simply with the help of a graphic

parameterization

2. Setting up the parameters for output elements

Example: control of Frequency converter
and contactor acc. to Stop cat. 1

D

-

i

L1L2L3

Q1

Q ti F-output delayed | 12
Antrieb Stop 1
—IN Q1€ SLOT3_F-Q3
— FEEDBACK 2 Q2 € SLOT3_F-Q4
FAULT ¢ Not connected
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Properties - F-output delayed =
Parameter name | Parameter value | =
=13 General

—[Z] Name Drive Stop1
—[Z] Comment
—[Z] Element number ]
—[Z] Element activated
—[Z] Substitute value - 31 0 LI -
(] Substitute value - 2 0 LI
=1 £3 Parameter
—[£] Type of output Redundant F output LI
[=HZy Feedback circuit 1
tg] Monitoring deactivated LI N
[£] Switching time [s] 0.030
[=HZ3) Feedback circuit 2
tf’i‘"] Monitoring To OFF and ON status zl
[Z] Switching time [s] 0.030
=+ Output circuit
£3) Delayed time(t)
[Z] On (@2-+->01) [s] 0.500
[Z] Off (@1-+->02) [s] 1.000
[£] Bypass input ho LI
' a1 >
Cancel | Help |

SIEMENS



Safety function will be created simply with the help of a graphic

parameterization

2. Setting up the parameters for output elements

Example: control of 3RM1-F motor starter
acc. to Stop cat. 0

B-0|,

[+
@ Single F output 1
3RM1-F
Q1€ SLOT3_F-QS5-C
FAULT (£ Not connected

Page 51
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L1L2L3

3RM1-F

Properties - F output =
Parameter name [ Parameter value I
=13 General

—[Z] Name 3RM1-F

—[Z] Comment

—[Z] Element number 11

—[Z] Element activated

—[Z] Substitute value - 31 0 LI

(] Substitute value - 2 0 LI

=1 £3 Parameter

—[Z] Type of output Single F output LI

[=H-y Feedback circuit
t@] Monitoring deactivated LI

[£] Switching time [s] 0.090

=+ Output circuit
~[E SLOT3_FQ5-C El
—[E] 02 Not connected EI
—[E] Ausiliary outputs ho 3
— (] AUX1 Mot connected El
—[E] AUx2 Mot connected E]
—[E] FAULT Mot connected E]

[=HZy Start
L [Z] Type of start automatic LI

Cancel | Help |
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Safety function will be created simply with the help of a graphic
parameterization

3. Logical connection of In/- and outputs

SLOT4_F-IN1 ” =127
Key switch Ao S¢ N_Locx
P
o NOT-HALT 5 Q ' 2
N’ & wo | e redundant
SLOT3_F-IN3 ’ . . SLOT3_FQ1-R
| =swcnd |—(— NT1 S Q INT Q N Q1 —(—I G
N2
SLOT3_F-IN¢ SLoT3_F@2
—Hr N2 FALLT | N3 FEEDBACK @ =
FIVIR g lsrast : FALLT SLOT3_AS®*10_S21
Ju
Bl soworm .
Zunaring
SLOT3_F-IN3 "
Feednack Q1 Q2
SLOT3_F-INS
Guard Door C. 1 Wit S z
SLOT3_F-ING
Guard Door €. 2 |"— nem2 o S FART
HIVIF o I ook Lock | Pt nd 10
Feama Conmmeros | 12 [-—{PEEDBACK LocK SLOTS_ a1 .
Lignt incicator Yeliow
. —r— i
FIVIE 4 1sTART . 3 [Plan 1 H1:V1]
E
<k
3|
Somaziar 1
Scruznaue
SLOT3_F-IN1 _
OSSD1 (RFID) |‘“ Wi - . Q€
SLOT3_F-IN2
OSSD2 (RFID) N2 - . FALLT [~
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Various software elements enables the individuality of safety applications

Counter 0->1

Counter 1->0

Counter 0->1/1->0

On delay

Passing make
contact

Off delay

Clock pulse generation

—e

Monitored start-up

e

Manual start-up

Standard output

F-output
F-output delayed

Page 53
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Protective door with interlocking D

The protective door at a hazardous area is monitored and
locked.

This prevents the hazardous area from being entered

A release signal releases the interlock

release is performed:

- manually (e.g. key switch) / .
4 / / |
* Or by /// \\
- an external signal (e.g. standstill-/ speed monitor 3TK2810) 4 - / \\
/ N~
\\
\\
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Schematic interconnection
"Protective door with interlocking" "

Function output Q of this element
L1 L2 L3
is only set to a value of "1" if |
the protective door is closed Qa 'T '
and locked. | WM LRSS e
Magnet control Qs 3]\
] Protective doorwien |
.E ------------------------------ —~IN1 J\_ Q—{....;..E
E. .. .- POSIt I on det ectlon .......................... —£{INZ S FAULT |
CCTTTCURTEEPPITOPPS —{In_Lock LOCK [
o iunmsssssssEEEEEssssEEEEEEEEEEnE Jesssssssssssssssnns = FEEDBACK_LOCK
—|START —;:
: Signal to activate the interlocking

Page 55 Unrestricted | © Siemens 2022 SI E M E N S



: & &
Muting e

« The opening to the hazardous area is
monitored with electro-sensitive protective
equipment (ESPE).

* During material transport, the protective
equipment is briefly deactivated or "bridged".

-
-'-'-
-

1 = Muting lamp
2 = Light curtain
3 = Muting sensors
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Muting

2-sensor parallel muting

o

[+~

o7 ~’$ Muting(2-Sensor
3y

I Parallel
¢h ¥ )

—FREE
—MS1
—{Ms2
—STOP
—RESTART

MUT
FAULT

LK

4-sensor parallel muting

B8 Muting(4-5
H in -SENS0r-
[ A M

i Parallel)
ooo

—|Free
—{ns1
—{ms2
—{ms3
—{ms4
—{sTOP
—|RESTART

MUT
FAULT

L X

4-sensor sequential muting
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Y Muting(4-5
: ing(4-Sensor-
[ & Sequenziell)

—FREE
—M3S1
—|MS2
—MS3
—|MS4
—|STOP
—RESTART

MUT
FAULT

L LK
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Markers enable to save interim values

20 marker available
are used like failsafe in-/outputs
saving of interim values

Note: expansion of reaction times by one cycle

SLOT3_F-IN1
Start Stop ' Ziher0>1) | 4
positive Edge
N Q<
2R SLOT2_F-M1
1 - | Z3hlergranzwert (ZW)
sutomatisch - | Ricksstzen
— 1 XOR 3
— e Qe
IN2

Example: Start/Stop with one push button
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept

Page 59
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3SK2 PROFINET complements the 3SK portfolio with contemporary
communication

Highlights 3SK2 PROFINET

 PROFINET as optional add-on * Cost saving for the user
module >

* Process data and parametrization S * Only one interface, no separate

via PROFINET PC-cable needed
 Visualization of comprehensive  Fast fault localization und short
diagnostic information on PLC and shutdown periods
HMI
* 22,5 mm width S Space saving in the control
cabinet
+ Usable with 3SK2 and MSS 3RK3 * Reduction of variants during plant
> design and spare parts
procurement
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Compatibility of communication options for 3SK2 and 3RK3 MSS

Advanced ASlsafe basic ASlsafe extended
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3SK2 PROFINET as add-on: Communication for safety relays easily added

L___J
m I Diagnostic
informations
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A TIA-version of Safety ES is not necessary for operating in the
TIA-environment

GSDML __ Gf;g"z" / Safggfs
Import

Programming

v

PROFINET

Programming

4
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Installation of the GSDML-file in TIA Portal

JIA Siemens - C:\Users\PRM\Desktop\TIAP Projekte\3SK2PN\3SK2PN_TrainingPromotagung_1516F_R1.0.9_V15.1\3SK2PN_TrainingPromotag

Projekt Bearbeiten Ansicht Einfigen

Online  Extras Werkzeuge Fenster Hilfe
3 (% B Projekt speichern Sh ¥ =) 75 X | Y Einstellungen

¥ Online-Verbindung trennen

ae [N

Support Packages

Ger‘a‘tebeschreﬂ)ungsdateien (GSD) verwalten

I Neues Gerat hinzufigen

Eg-h Geradte & Netze
» [[§ PLC_1 [CPU 1516F-3 PN/DP]
» E Nicht gruppierte Gerate

» 2= SecuriteFinctellunnen

Automation Lic¥nse Manager starten

#| Referenztext anzeigen

LLl Glebale Biblictheken

Geratebeschreibungsdateien verwalten
Installierte GSDs | GSDs im Projekt

Quellpfad: [C:lUsersIPRMIDesktoplFirmware_GSDMLIR01.0.101GSDMLI3SK2 | []

Inhalt des importierten Pfads

@ Datei

Version

Sprache

Status

Info

E GSDML-V2.33-SIEMENS-SIRIUS-35K... V2.33

Englisch, D... Noch nichtinstalliert

PROFINET...

4

<]

T ) |

Léschen | flnstalhﬁ' ren\ I Abbrechen I
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,Options® > ;Manage GSD"
2. Select the path of the GSDML-file via

(13
TR

Place a checkmark

“Install”

- The installation and the following
update of the hardware catalogues may
take some time

SIEMENS



3SK2 PROFINET - Configuration in TIA Portal

Ly : IE‘Topologiesicht. ||Eﬂ-h :(:‘tzsicht: @?erétesicht_ | Optionen 1 Add the PN Interface mOdUIe from the
TN Vernetzen %3 Verbindungen [H!f\-.ert:m:m; ]'| L4 Relationen & :g |£| = . .
1 10-System: PLC_1.PROFINET I0-System (100) || v | Katalog HW-Catalogue into the network view of
. =| [ e the project
PLC_1 Sirius-3SK2PN_1 — [ Filter Profil: Alle>
U TSEE s E@ v Weitere Feldgerite 2. Via properties you can define IP-
A= . » i} Weitere Ethernet-Gerate
ol BIEREE address, PROFINET device name etc.
------------------- i rromETSye T 5 Add e for data oxch
) coevoy : process image for data exchange
1 ) <@ swicingoevice with the PLC into the device view
~ [ SIEMENS AG
’ | v[[lSafetySwitching Devices (64D|/64DQ or 32D|/32DQ)
m Interface Module

v [1 SIRIUS 35K2

» Sirius-3SK2PN_1 [3SK2 511-*FA10] <7l PNnterface V1.0

|§ Topologiesicht ||Eg,, Netzsicht "[lf Geréatesicht | Optionen [l 352 511-*FAt0 - The chosen structure of process data
=4 | | Gerateiibersicht | must correspond to the structure
] ¥ .. Modul Baugr... | Steck.. E-Adresse .. | |Katalog chosen in Safety ES!
% ¥ Sirius-35K2PN_1 0 2 35k2511
» PNO o 2x1 [\ Filter Profil: ‘
I v 64DII64DQ_1 N 3 = > I8 Koofmodul
64DII64DQ “ 0 3 Repr... P
) | 3 v il Modul
64DII64DQ_1 0 3Stan... 0..) ,
Il 3201320Q
[l s4Dli64DQ
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3SK2 PROFINET -

Parametrization in Safety ES

1 safety ES Premium - CAUsers\z0034jbs\Documents\DF CP PRM PPM\Safety ES\3SK2_Testrack.sdp- [OFfi

Schaltgerét Bearbeiten Zielsystem Ansicht Extras Hilfe

DS X E| &S bl 57 | (@ 22 0

BRXeEwLERQQAZS  MIDOmI|[Sftia =y "X %E

- Identifikation

: Grundgerat
- Kennzeichnung
: Projekt

B Konfiguration

Zentralsystem

Suchen: I

=5 SIRIUS Sicherheitsschaltgerat 35K2
=43 Bedien- und Beobachtungsmodule
- @1 35K2611-3AA00 Diag Display

Online ermitteln

i Zentralsystem System-Slot | Modlul Artikelnummer | Firmware | B Interfacemodule
(- Logik 1 '8 3RK3511-*BA10 DP-Interface
8 Plent 2 |7 IMPROFINET-I0 3SK2E1T4FAID V10 1 = [ 33K25112FAI0 PROFINET-nterface
- 23 Grundgerate
3 £ 3SK2 45 mm 35K2 122AA10 1.0 p = "l:I 3822 112-*4A10 35K2 225 mm
Eigenschaften Interfacemodul - System-Slot 2 ﬂ 245 mm
2 Parametername Parameterwert o
=13 Konfiguration
~[E] Modul IM PROFINET-IO
(] Artikelnummer 3SK2 511-*FA10
4 i-[Z] Firmware 1.0
[£] Betriehsmittelkennung
= ,-? Parametrierung / (£ Eingange 32" 3 |
-HZ3 Gerateverhalten [£] Ausgange 32'
[Z] Programm-Zykluszeit [ms] 10 =3 Parametrierung =
[£] Prozessdatenstruktur m =& Interfacemodul
—— : — ~[£] Baudrate automatisch ~|
[Z] MAC-Adresse 00-00-00-00-00-00
-HZy Ethernet-Adressen
[Z] IP-Adresse 0.0 .0.0
-[£] Subnetzmaske 0.0.0.0
[£] Router verwenden Nein j
- [£] Router-Adresse 0.0 .0.0 =
[£] Geratename
[£] Etheret-Adressen - Anderungsrechte |ohne Einschrankung anderbar j
=423 Diagnose
[£] Sammeldiagnose sperren v~
/ Gerdte die an ein Firmennetzwerk oder an das Intemet angeschlossen werden miissen
/ ! gegen unbefugten Zugriff angemessen geschiitzt sein, z.B. durch die Verwendung von
Firewalls und Netzwerksegmentierung. Weiterflihrende Informationen iiber Industrial
Security finden Sie unter
http://www siemens de/industrialsecurity
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1. Add the PN interface module from the
HW-catalogue to the project

2. Open object properties
(double-click)

3. Set IP-address, PROFINE device
name, parameter for diagnosis etc.

4. properties of the 3SK2 basic unit: The
chosen structure of process data must
correspond to the one chosen in Safety

ES

- The chosen parameters must
correspond to the parameters chosen in
TIA Portal!

SIEMENS



New application: Operational switching of 3RM1-Failsafe via PROFINET,
failsafe switching via 3SK2

» Failsafe shutdown locally via device

a=nmi j— - connector
[ [h— L = [ « Standard-PLC switches 3RM1 via
S PROFINET and 3SK2 outputs
e [ | ] P
LY e « 3RM1 control signals are being
= - S transmitted from PROFINET to the
N O outputs in the 3SK2-logic
ez PO P e 1
INZ-TZ S FAULT (< . . . . . .
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New applications

Applikation examples in SIAM

« Emergency stop shutdown to SIL 1 or PL ¢ with a 3SK2
safety relay with PROFINET connection and failsafe motor
starters

* Emergency stop group shutdown to SIL 1 or PL ¢ with a
3SK2 safety relay with PROFINET connection and failsafe
motor starters

 each including Safety ES and TIA Portal project together
with circuit diagram and SET-calculation

support.industry.siemens.com/cs/de/en/view/81366718
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CPU
M
EUZI Global E-Stop
L _I . Start
PROFINET
Interface

Motorstarter

Motor 1

Motor 2

b
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept

Page 69
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For each task the fitting operation mode

Change of operation mode will be done online

- automatic change to online view after SW-download or via command
(©EGM Configuringmode @ ———110% O®——121% [{% s 174% |online==~= |COM1 )

« Configuring mode: change of parameters
« Parameterization can be created or changed
* Monitoring functions are deactivated
* Test mode: commissioning
- Test of a project
* Monitoring functions are activated
* Forcing available
» Connection to PG/PC has to be established
» Password protected (password stored in CM)
- Safety mode: efficient mode
* Monitoring functions are activated
* Only applicable with approved configuration
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LED

DEVICE

SF

|| DEVICE

SF

DEVICE

SF

Display
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Preparation for Test mode
- Prepare configuration test

creation of documents, which support configuration test (commissioning test)

Preconditions

 Offline- project is opened.

« active connection to MSS per PC/PG cable or Profibus
« MSS 3RKa3 is in Configuring mode

« MSS ES does a test if offline Project (PC/PG) and online project (MSS memory module) are identical...

[Target System | View Options Help
i Load to Switching Device ...
Load to PC...
Go Offline
Cancel Fixed Assignment of Interface
PROFIBUS DP Line View...
PROFINET IO Line View...

Teach ASlsafe code tables...
Prepare Configuration Test
Approve Configuration

Cancel configuration release

Configuring mode
Test mode

Safety mode

Commands...
Diagnostics configuration

Diagnostics logic

Page 71
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e.g. if project has just
been downloaded to
MSS CM

[Target System] View Options Help
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Load to Switching Device ... Ctrl+L ChOOSG
LoadtoPC... function
Go Offline

Cancel Fixed Assignment of Interface
PROFIBUS DP Line View...
PROFINET IO Line View...

Teach ASlsafe code tables...

Prepare Configuration Test
Approve Configuration

Cancel configuration release

Configuring mode
Test mode

Safety mode

Commands...
Diagnostics configuration >

Diagnostics logic »

Prepare Configuration Test —

Locl device inelace | PROFBUS DP

Foed assgnnert of crkw nlsface

I™ Retan #us mierloce lor ol oriine comnecions untl the spplcation i cos

et

Select access
assignment for
On-/Offline
comparison

SIEMENS



Preparation for Test mode
- Documentation of project

Safety ES creates a document, which contains all information ' Tegeifiation '

bout MSS project Zentralmodul
Bostollmummor IRKS 131-1AC10

« identification data -l e
PNO-Profil ‘unbekannt

. . . Qeritofamilio Sxcherheitsparichiote Gacdte

* HW-configuration with parameters Ottt Mot T

Punkticnsgreppe °
. . . Febdbusschnittstello Alh?o-‘

* logic interconnections ey Lol s
HW-Amsgabostand l.m

« parameters of SW-elements Rovidonsi o

_ Uttt 134 Dt 12

e SymbOI lists Zeitstecrpl 1072011, 1534
Kennzeichoung
Eisbetdstuss
‘Beschreibung
Autor
‘Komeneater
Projekt
Projekiname: MSS Advanced Schubungskoffer
Name des Projektenrs Siemens AG
Pirmenname des Projeliears: Siemens AG
Projektiorumgs-CRC: IDMTIIE
Projektierungs-Zeitstempel: 2692013, 10:15
Projekerung frelgegpeben Ja
Progeknermgstonl: Modular Safety System BS

i
|

AL IMFL—I_I.
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Change to test mode

* open online project (on basic unit)

» select test mode

Switching Device | Edit Target System View Options Help

New...

Open...
Import ...
Open Online...

Save
Save As...
Export .

Close

Page Setup...
Print Preview...
Print...

1 Unknown.sdp

Ctrl+N
Ctrl+0

Ctrl+F3

Ctrl+S

Ctrl+P

2 Novelis 189240_2013 09_04_NIHE.sdp

3 Test Hilscher.sdp
4 Prueba SISE.sdp
5 prima fila.sdp

6 D:\MSS\FAQs\40929588 MSS mit Antri kL dp

7 Unbenannt.sdp
8 Unbenanntl23.sdp

9 Nachlaufweg-2-kanalig.sdp

Exit

Alt+F4

Target System | View Options Help

Load to Switching Device ...

Loadto PC...

Go Offline

Cancel Fixed Assignment of Interface
PROFIBUS DP Line View...
PROFINET IO Line View...

Teach ASlsafe code tables...
Prepare Configuration Test
Approve Configuration

Cancel configuration release

Configuring mode
Test mode
Safety mode

Commands...
Diagnostics configuration

Diagnostics logic

Ctrl+L

Page 73
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S

Activate test mode (15::0090)

:j the configuration CRCFESBD2EB (hex.)?

Do you want to activate test mode for the MSS that contains the configuration with -

I Yes I

Help |

Enter password for test mode‘

Please enter the password:

Ixxxxxxxxxxxxxxx

Cancel | Help |

SIEMENS



Preparation for Safety mode
- Approve configuration- On-/Offline check

Preconditions:

 Offline-project is opened

* Active connection to 3SK2 per PC/PG cable or Profibus

« 3SK2 is in configuring mode

- Safety ES does a test if offline Project (PC/PG) and online project (MSS memory module) are identical...

[ Target System | View Options Help

{ Load to Switching Device ...

} Loadto PC...

Il GoOffline
Cancel Fixed Assignment of Interface
PROFIBUS DP Line View...
PROFINET IO Line View...

Teach ASIsafe code tables...
Prepare Configuration Test
Approve Configuration

Cancel configuration release

Configuring mode
Test mode

Safety mode

Commands...
Diagnostics configuration

Diagnostics logic

Ctrl+L

e.g. if project has just been[

downloaded to 3SK2 BU

Target System | View Options Help

Page 74
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Load to Switching Device ...

Loadto PC...

Go Offline

Cancel Fixed Assignment of Interface
PROFIBUS DP Line View...

PROFINET IO Line View...

Teach ASIsafe code tables...
Prepare Configuration Test
Approve Configuration

Cancel configuration release

Configuring mode
Test mode

Safety mode

Commands...
Diagnostics configuration

Diagnostics logic

Ctrl+L

| Choose

function

| — - ——

Local device interlace | PROFIBUS DP

Prepare Configuration Test

Interiace

1™ Retan #us rerlace for ol oniie connecions untl the appication i congleted

oK Cancel | Help [

Select access
assignment for On-/
Offline comparison

SIEMENS



Preparation for Safety mode
- Approve configuration- Filling in approval information

...if yes, then configuration will be approved

Filling in approval information

.
Release configuration (15:0051) g

\With the release of the configuration, you as Safety Manager confirm complete
functional capability of configuration and compliance with all safety-related regulations
and standards for the application.

-
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-
Release configuration

Name of the person approving:

Configuration CRC (hex.):

Company name of the person approving:

IName of approver

ISiemens AG

|FBSBDZEB

Close

Help

Release configuration (15:0056)

i

Configuration was successfully released.

SIEMENS



Preparation for Safety mode

- Documentation of approved configuration

- automatically generated PDF with information about approval

* release information is part of plant documentation
—> save or print out document

Release information
Name of person releasing: Name of approver
Name of company of person .
releasing: Siemens AG
Release status: Configuration released
Configuration CRC: F69BD2EB
Release time stamp: 23.7.2014, 12:45

Page 76
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Change to safety mode

« open online project (on central module)

» select test mode

Switching Device | Edit Target System View Options Help

New...

Open...
Import ...
Open Online...

Save
Save As...
Export ...
Close

Page Setup...
Print Preview...

Print...

1 Unknown cdn
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Ctrl+N
Ctrl+0

Ctrl+F3

Ctrl+S

Ctrl+P

[Target System | View Options Help

Load to Switching Device ... Ctrl+L
Loadto PC...

Go Offline

Cancel Fixed Assignment of Interface

PROFIBUS DP Line View...

PROFINET IO Line View...

Teach ASlsafe code tables...
Prepare Configuration Test
Approve Configuration

Cancel configuration release

v Configuring mode
Test mode
Safety mode

Commands...
Diagnostics configuration

Diagnostics logic

-
Activate safety mode (15:0405)

|

N

Password protection for device access is not active. Safety relay is not protected -

against unauthorized write access.

If you still want to continue with the action, confirm with <Yes>

SIEMENS



What is when...

...release-Information (document) got ,,lost*
« Approval has to be generated new
« Same procedure
* CRC remains the same
« Time stamp of approval will be generated new

...configuration test (document) got ,,lost*

* Document can be generated new every time
* Independent if project is approved or not

Page 78 Unrestricted | © Siemens 2022 SI E M E N S



Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

- Diagnostic- and commissioning functions

* License-concept

Page 79

Unrestricted | © Siemens 2022

15
20
39
59
69
79
95

SIEMENS



There are basically 5 possibilities for diagnostics

Basic unit 45mm Basic units 22,5mm und 45mm

Device Diagnostic with
Device LEDs Safety ES 9 communication module

display display PROFINET-/DP-Interface

%DB3
"I SIRILS_
SafetyRelayDiag_
bB"

DEVICE

SF )
* On site diagnostics * Device + Graphical online  « Device Diagnostic information on
- Terminal status diagnostics diagnosis diagnostics PLC/HMI etc. via
- Operating mode - Terminal status - Element * Process image or

- Logic messages messages * Diagnosis-FB
. : (support.industry.siemens.com/cs/
Vet Slzkss de/en/view/109747831)

SIEMENS
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Device diagnosis with the help of LED and display at Basic unit

LEDs at basic unit

Device LED
* Operation mode/ device fault

]/O[/ SF LED

z  Fault in configuration

Display (only 45mm)
» Operating mode

* Termination status
* Terminal status
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Error modes of Basic unit
Device faults or system faults

Page 82
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Device fault
causes a system stop (which can be overridden through re-start after disconnection and re-
connection of the supply voltage

« communication no longer possible
* Red DEVICE-LED on the basic unit is illuminated
- if fault is pending after re-start - replace the basic device

Display
DEVICE Red
SF Red

System fault

changeover to safe state (configuring mode)

« Communication still possible

» Reception of status and diagnostics messages

DEVICE Red flashing (former safety mode)
Yellow (former configuring mode
SF Red

SIEMENS



Error modes of Basic unit
Logic faults or wiring faults

Logic faults or wiring faults

 Detect by diagnostic settings in SW-elements

 Basic unit remains in test- or safety mode

* Acknowledgement after rectification of the fault cause

I Fault types:
O + Wiring fault (violation of feedback monitoring times, cross circuit)
2 « Acknowledgement via RESET
* B LED
SF Red

Logic fault (Discrepancy monitoring, sequence monitoring)
+ Self acknowledgement
 Logic warning (start condition not fulfilled, waiting for startup test)

Display
SF Red flashing
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Error modes of Basic unit
Parameterization fault or configuration fault

Parameterization fault or configuration fault
e.g. no or faulty configuration

 Basic unit remains in configuring mode
» Acknowledgement after rectification of the fault cause

LED Display

DEVICE Yellow
SF Red

Handshake-Fault

Communication interrupt between Safety ES and basic unit
* only in test mode

» Changeover to configuration mode

LED Dispaly

DEVICE Yellow
SF Red

SIEMENS
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Device messages — General overview

- centralized overview for all diagnostic

Device messages - COM1

Overview | Status | Enginesring | Corfiguration | PROFIBUS DP | Device bus interface |

Device messages - COM1

Overview Status IEngineeringl Conﬁgumtionl PROFIBUS DP| Device bus ir1lerface|
- General

===

messages - General
D Group emor g Bus emor .

D Group emor D Bus emor

|:| Group waming |:| Group waming D Group prewaming

« for Hardware und Logic-parameters

Problem/Messat | Possible remedy | - Group emor - Operating status
[ ] S e I e Ct a b I e by : ® Logic emor - The monitoring sensor has not yet assumed the position that is required for restart. D Device fault D Configuring mode
- Actuate the monitoring sensor so that the start condition is met. .
’ ® Distr. 1/0 bus emor - The communication link to the higherdevel fieldbus master has failed. D Corfiguring emor D Test mode
W ® - Check the connection to the fieldbus master, e.g. connector, cable etc. D Eror in configuration |:| Safety mode
2/ Controller (PLC)in STOP - Switch controller back to RUN state.
@Test mode(Fadizle The device is in test mode. D SSeypntoce et IE User program is active
|:| Group emor from user program D User program stopped
Target System | View Options Help ) D Wiing faul ) )
Load to Switching Device .. el RX|eE="1LAE [Z] Operating mode change rejected
Load to PC .. W Logic emor
Go Offline at element number: 1] [ Access path

Cancel Fixed Assignment of Interface [T] Access path closed

r~Bus emor
i LT M D Access path to fieldbus control is open
PROFINET IO Line View... IS emor
D Access path to fieldbus ES tool is open
Teach ASlsafe code tables.. |:| ASibusenor D Ac ath to device interface i
cess o device interface is open
Prepare Configuration Test D DP bus emor P ?
Approve Configuration D Disconnect
Cancel configuration release - Group waming ] Handshake emor
Configuring mode D Group waming from user program
v | Testmode at element number: P - Password ion
Safety mode IE Device access authorization exists
—Group ing
C ds...
°mm"T - LSS . |:| Password protection for device access is inactive
Diagnostics configuration v Module status - D Group prewaming from user program
Diagnostics logic y Device messages... Leg O o [T incomect password entry
Q Device fault Fault & Waming & Prewaming @ Information :
r~ Device sefftest
-~ Eror acknowled W seftest active
[T]] Resetimplemented [ sefestok
.
TI p " Go lo elemsnl: Flazse selectthe element number of the funclion [T Reset not possile [T seftest emor
. dement:
1 -
fane
Page 5 Legend r Legend
3
5 D Emor [j Waming D Nomal state D Timer active D Emor |:| Waming E] Nommal state D Timer active
L
7
Closs ? Close Help Close I Help
4

SIEMENS
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Element messages- What‘s wrong in detail?!

- select Element messages per right click on SW-element

NOT-HALT

Objekteigenschaften... Alt+Eingabe

Forcen auf "1
Forcen auf "0

Forcen aufheben

Element-Meldungen...

Element-Reset
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-
EMERGENCY STOP [1] - COM1 23
Overview I Messages |
—General
[i] Logic emor D Wiring fault
D Group warning D Group prewaming
Problem/Message I Possible remedy I
® Discrepancy condition ... During a signal transition at the monitoring inputs of the element not all signals have
changed to the expected value.
- Check the safety sensor, e.a. emergency off, for damage.
- After eliminating the cause of the fault, actuate the safety sensor once.
— Legend
0 Error ® Fault & Waming & Prewaming @ Information
— Legend
[i] Emor I:I Waming li] Normmal state E] Timer active
Element reset
Close Help

SIEMENS



Online Monitoring- All signal in one view

graphical illustration of all signal- and element states
selectable by: [ﬁﬁ

—_— e e e e .

e o H— —

FEEDTATT o2 H— —

active Elements/signals = green

FALT l— ——

[Plan 1 H1:V

faulty elements —> red/red flashing

Messages - yellow/yellow flashing
(e.g. safety sensor triggered)

active time functions - blue
(timer, monitoring times)

[Plan 1 H2:V
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lllustration of typical faults

Type of fault Diagnosis Comment

Discrepancy fault at sensor Logic fault All monitoring elements

Switching sequence violated Logic fault Diagnostic function of guard door and monitoring
,2universal®

Cross-circuit of sensor wiring Wiring fault Have to be activated, only available for 2-channel
systems

P-circuit at sensor Wiring fault Will be detected via cross-circuit detection. All

SW-elements are disturbed, which are using the
same test signals like affected channel

Short circuit at output channel Safety connect configuration MSS changes into locked configuring mode
error
Fault of feedback circuit Wiring fault Diagnostic function of ,F-output® element and

,guard door with interlock (FEEDBACK_LOCK)"
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Saving events and faults nearly like a PLC

€ Geratelogbicher - COM3 @
There‘s a logbook for each type of event e
[~ Angezeigte Logbiicher 1 rLogbicher in Gerat 1 Quelle-Nr.
H [v stérung loschen D geloscht 1. Gerat
- Storing of all types of ts and fault ® e
toring of all types of events and faults o B e | (B e S
A\ ¥ Warnung 16schen |:| geldscht 3. Kommunikation
+ Time stamp for each entry O W vorwamung scen | [5] elc
@ W Ereignis loschen | [I]] geloscht
® ava i I a ble i n on I i ne VieW Of d eVice Typ I Index I Quelle-.... ] Betriebsstunden ¥ I Element-Nummer I Element-Funktion | Meldung I -
® 1 2 03:04:27 4 Zweihandbedien...  + Diskrepanzbedingung verletzt F
O 2 2 03:04:22 10 Schaltausgang + Ruckfihrkreissignal 1 passt nicht zum Schaltsta. ..
. ® 3 2 03:04:22 4 Zweihandbedien...  + Taster verklemmt
» Export to .csv possible A s 1 oo : : Amwenderrogganm estospt
@ 5 1 03:04:22 - - +Testbetrieb aktiv
@ 6 1 03:04:22 - - - Projektierungsbetrieb aktiv L
. H ) 7 1 03:04:19 - - +TestbetriebEIN E
* entries not affected by setting back to factory state & &1 cuows : :  tentnes ofven
@ 9 1 03:03:59 - - + Zugriffsweg schliefen
Q :
® :
& 12 1 03:03:58 - - - Projektierung fehlt
iy 1 . : T
& 14 1 03:03:58 - - - Betriebszustandswechsel abgelehnt
Q 15 1 03:03:58 - - + Projektierung nicht freigegeben
A : 0
@ 17 1 03:03:58 - - + Projektierung geéndert
@ 19 1 03:03:50 - - + Zugriffsweg ffnen
0 . ,
® .
PO 2 1 03:03:33 - - +Projektierung fehlt
AN :
& 24 1 03:03:33 - - + Betriebszustandswechsel abgelehnt
.& 25 1 03:03:33 - - + Anwenderprogramm gestoppt
& 26 1 03:03:33 - - + PaBwortschutz fiir Geratezugriff inaktiv
VAN : : :
@ 28 1 03:03:33 - - + Projektierung geandert
@ 23 1 03:03:33 - - + Projektierungsbetrieb aktiv
Betriebsstunden in [h:mm:ss] Automatisch auf eingehende Meldungen springen v
Alles markieren Speichern unter... Hilfe
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Exporting logbooks with the help of Safety ES

- Simplifies service activities significantly

* quick help by OEM/ Siemens service from offsite

- —
Device logbooks - COM3 (23]
[~ Logbook

- Displayed logbooks Logbooks in the device Source Number

Q W eror pelete | [T 1 Devie

®) ™ Operating Error Delete = 2. Elements

& V' warning Delete D 3. Communication

£\ ¥ Prewarning Delete =

@ W Event Delete =

Element function ] =
1 2 4 Two-hand operation  + Discrepancy condition violated
8 2 2 10 Switching output + Feedback circuit signal 1 and switching status do not match
® 3 2 4 Two-hand operation  + Pushbutton jammed
& 4 1 - - - User program stopped
@ 5 1 - + Activate test mode
@ 6 1 - - Engineering mode active
@ 7 1 - +Test mode ON
@ 8 1 - - + Open access path
@ 9 1 - - + Close access path
& 12 1 - - - Configuration missing
& 14 1 - - - Operating mode change rejected
& 15 1 - - + Configuration not released
@ 17 1 + Configuration changed
@ 18 2 02:52:35 + Configuration ch
@ 19 1 02:52:27 - +Open access path
& 20 1 00:39:55 - + Configuration missing
& 21 1 00:39:55 - + Operating mode change rejected
& 22 1 00:39:55 - + User program stopped
& 23 1 00:39:55 - + Password protection for device access is inactive
@ 24 1 00:39:55 - + Engineering mode active
@ 25 1 00:39:52 - - +Power ON
) 2% 1 - - +Power OFF
A 2 1 - -
Operating hours in [h:mm:ss] v
sectal \\ s | ) b

Page 90 Unrestricted | © Siemens 2022

\/

SIEMENS



The 3SK2 own HMI delivers all information to the user

using names for SW-elements supports the fault location

no configuration in Safety ES necessary

 connected via flat ribbon cable Element No.
Event: Emergency push button (mounted in Symbolic
operator desk) has actuated " name
\°/ NOT-HALT 1
Not Halt Bedienpult e
o[ STER Rgw oA cre
o STEN ke A st

Type of
event
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Displays all types off events (device faults, SW-element faults/ warning etc.)

M DEVICE

SIEMENS

SIRIUS 3SK2
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Forcing enables commissioning of the plant
“without“ Hardware

Forcing

available in Test mode
manual manipulation of signal states
output-pins of all elements can be forced

test of safety logic through incomplete plant installation

active connection to PC/PG necessary

(Online-connection to 3SK2 BU)

1

1

H2V1$9 40—

\O/ NOT-HALT 2
IN1-T1 . Q
IN2-T2 . FAULT
—i—
START [
Ju

N
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Objekteigenschaften...

Forcen auf "1
Forcen auf "0

Forcen aufheben

Element-Meldungen...

Element-Reset

Alt+Eingabe

SIEMENS



Replacement of devices will be done without any tools or computer

Project will be handed over Project is transferred by means of a memory
via external memory module module

&)
i
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Diagnosis-FB "LSIRIUS_SafetyRelayDiag"

Call of diagnosis-FB in the STEP 7 (TIA Portal) project

- Diagnose a software-parameterizable safety relay SIRIUS
3SK2 or 3RK3 (MSS) out of a SIMATIC S7-PLC

* Read out diagnostic data via the optional PN- or DP-
Interface during runtime:

* Device status and diagnosis

« Amount and status of all function elements
that are configured in Safety ES

* Further processing in PLC and random visualization, for
instance via HMI or webserver

* Detailled description at
support.industry.siemens.com/cs/de/en/view/109747831
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%DB3
“LSIRIUS_
SafetyRelayDiag_
DB"
%FB980
“LSIRIUS_SafetyRelayDiag"
— EN
true = enable
265
"SIRIUS3SK2PN~3
SK2_PN_64_
1~3SK2_PN_ busy
64" __|.
id error
t#2s — triggerTime returnValue
false =t mode ENO

—

—

#busy
#error

#returnvalue
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Agenda

* implementation possibilities

- Typical applications
« SIRIUS Simulator

 Hardware

» Software parameterization

« Communication

* Operation modes

* Diagnostic- and commissioning functions

* License-concept
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The existing licenses of MSS can be further used with SIRIUS Safety ES

License model SIRIUS Safety ES

License type MSS ES License SIRIUS Safety ES License

Basic Standard Premium Basic Standard Premium

MSS ES 2008 \/ \/ \/ X X X

SIRIUS Safety ES V1.0 v v v v v v
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| Contact

Siemens AG
Smart Infrastructure
Breslauer Str. 5

90766 Fuerth, Germany

siemens.com/safety-relays

Subject to changes and errors. The information given in this document only contains general descriptions and/or performance features which may not always specifically reflect those
described, or which may undergo modification in the course of further development of the products. The requested performance features are binding only when they are expressly
agreed upon in the concluded contract.

All product designations may be trademarks or other rights of Siemens AG, its affiliated companies or other companies whose use by third parties for their own purposes could violate
the rights of the respective owner.
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